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Abstract. This paper describesa method for establishing ad hoc and infrastructure-
mode wireless network connections based on physical proximity. Users can eas-
ily establish secure wireless connections between two digital devices by putting
them in close proximity to each other and pressing the connection button. The
devices "identify” each other by measuring each other’s signal strength. We de-
signed a set of protocols to support secure connections between digital devices
by using a proximity communication mode to exchange session keys. We also in-
troduce a "dummy point” that is analogous to a wireless access point but handles
proximity-mode communication. The dummy point represents physical locations
of digital devices and supports context-sensitive network communications.

Introduction

Digital appliances based on wireless networks are becoming increasingly popular, and
the operation of such appliances differs from the operation of conventional devices
based on wired networks. Users of wireless appliances frequently change network con-
nections depending on their needs and typically should be able to perform the following
operations:

— exchange digital pictures between two digital cameras by dynamically creating an
ad hoc wireless connection between the two cameras. They should be able to see
the screens of both devices to interactively decide which pictures to copy from one
device to the other. They also need to transmit files securely so unauthorized users
cannot intercept their files.

connect a digital device to the Internet in a public place in order to share files with
other users. This file sharing should be protected from other users at the same hotspot.
use wireless mobile game devices to dynamically establish ad hoc wireless connec-
tions in order to play games on the network.

dynamically connect a PDA to a projector (for example, during presentations) with-
out knowing the IP address and login password of the projector.

upload pictures from a cellular phone to a public wall display.

To do these things, users must be able to establish and change network connections
quickly. We therefore need to

(1) develop a method to identify target devices Users should be able to identify de-
vices they want to connect to without explicitly specifying them by IP addresses or
other symbolic references.



(2) provide communication security Established wireless connections must be se-
cure in the sense that users should be able to connect to the correct devices and that
communication on these connections should be protected to prevent the interception
of files by a third party.

While traditional networking largely relies on specifying destination devices by (IP)
addresses and using passwords for authentication, the management of nearby wireless
devices can be based on the physical relationship between them. The establishment of
network connections, for example, can be based on the proximity of devices. Devices
can also be connected via a wireless connection by pointing to a target device (e.g., a
TV set) with a mobile device (e.g., a PDA). In both cases, once a wireless connection
has been established, device location is no longer restricted (i.e., the devices do not have
to remain in proximity and the user does not need to keep pointing at the target device).

The sensors and user operations required in some previously developed systems
based on this idea are outlined in Figure 1 [7,6]. These systems establish wireless
connections by using communication devices with a limited range, such as an RFID
tag/reader, or directional communication methods such as infrared beaming. These de-
vices and methods, however, are not always suitable for all mobile devices. In this paper
we describe a simpler method that uses standard wireless cards and establishes wireless
connections by measuring the signal strength of received packets.

Sensor Type User Operation Required Sensors / Devices
RFID[7] O put devices in proximity RFID tag / reader
Infrared[7] pointing to device A with device B infrared transmitter-receiver
SyncTap[6] Synchronous user operations buttons etc.

(e.g., synchronized pressing and releasing of buttons)

Fig. 1. User operations and sensors for establishing wireless connections between devices.
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Fig. 2. Establishing a wireless connection by measuring the signal strength

Figure 2 shows the idea behind our proposed method. Unlike other location-sensing
methods based on wireless signal strength [1], our method determines only the relative
distance between devices. The proximity of two devices can be determined because the
strength of a signal one receives from the other is inversely proportional of the square
of the distance between them.



Our method has two communication modes: a ”proximity mode” in which both de-
vices check the signal strength of incoming wireless packets, and a normal wireless
mode. When users want to establish a network connection between two wireless de-
vices, they put these devices close to each other and press the ”connection” button on
one of these devices. The first device then transmits a wireless packet containing the
initiator’s address and a dynamically generated public key. The second device receives
this packet, and it acknowledges receipt of the packet only when the signal strength
of this packet is greater than a predefined threshold. The acknowledging packet con-
tains the responder’s address and a one-time session key that will be used to establish a
wireless connection. Because this acknowledging packet is encrypted by the public key
sent from the first device, only the first device can access the information in it. The first
device then checks the signal strength of the acknowledging packet and establishes a
normal wireless connection if it is greater than the threshold..

We implemented this method by using an Intersil PRISM2 802.11b wireless chip
with our modified version of the "Host AP” Linux wireless driver [4]. The Host AP
device driver supports a “monitor” mode that allows applications to monitor wireless
packets transmitted by other devices. This mode also supports the monitoring of signal
and noise levels (RSSI information) on each packet. While the original monitor mode
is receive-only and does not support packet transmission, our modified driver allows
the monitor mode to both receive and transmit packets. This modified driver makes it
possible for devices listen to transmissions from other devices, recognize connection
requests, check signal strength, and then use the normal wireless mode.

Because this device driver modification does not require any hardware changes,
it can potentially be used with a variety of wireless devices without requiring special
hardware or sensors. It should also be possible to apply this method to wireless networks
other than 802.11, such as Bluetooth.

3 Communication Protocols

The actual protocols are shown in Figure 3. There are two modes for establishing net-
work connections: the ad hoc mode, in which the devices establish wireless connections
themselves, and the infrastructure mode, in which the devices communicate through an
access point.

Ad hoc Mode To establish an ad hoc mode wireless connection, two devices must
share the same network identifier (e.g., ESSID) and a session key (e.g., WEP key). This
information is exchanged in the proximity mode (Figure 3-a). In this mode, the signal
strength of the received packets is measured on both sides. Once the information needed
for establishing an ad hoc connection has been exchanged, the two devices start normal
wireless communication. The WEP key and ESSID are dynamically generated for each
session, and users do not need to manually enter them.

Infrastructure Mode and the "Dummy point” An operation similar to the one in
the ad hoc mode could be used in the infrastructure mode: users could put mobile de-
vices close to an access point and exchange the necessary information. This operation
is not always practical, however, because access points are often located in physically
inaccessible places (e.g., near the ceiling).
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Fig. 3. ProxNet protocols for ad hoc and infrastructure-mode wireless connections.

Fig. 4. Dummy point examples: (left: dummy-point modules based on a single board Linux. right:
a handheld dummy point)

We therefore introduce a "dummy point,” which is a wireless device that supports
only proximity-based communication. For example, a dummy point can be placed on a
meeting table to enable users to connect their mobile devices (e.g., wireless notebook
PCs) to the access point in that room. Users do that by putting their mobile devices
close to the dummy point, and the dummy point responds to the request packets from
the mobile devices by sending information needed to establish an infrastructure-mode
wireless connection (e.g., the ESSID and the WEP key for the access point). Then the
mobile devices connect to the access point (Figure 3-b).

The physical form of the dummy point can vary, and a hand-held dummy point
(Figure 4, right) can be used. At an Internet cafe, for example, a manager can put a
dummy point like this close to a notebook PC in order to "invite” it into the cafe’s
wireless environment.

The dummy point can also support context-sensitive communication. We can place
more than one dummy point in any environment, and each dummy point can represent
a location or a corresponding object. When a user starts a wireless connection by using
a dummy point placed next to a printer, for example, the default output device would be
automatically set to that printer. Similarly, a wall-sized public display can have a corre-
sponding dummy point. People can upload data by establishing a wireless connection
with the corresponding dummy point.



4 Applications

Fig. 5. Applications of ProxNet networking.

Sharing files by using an ad hoc wireless connection (Figure 5, left) Two mobile
devices start an ad hoc- mode network connection and exchange files. Users first estab-
lish a connection by putting two devices close to each other and pressing the connection
button on one of them. Once the connection has been established, users do not need to
stay close to each other. By sharing the screens of their devices, users can interactively
decide which files to transmit. This cannot be done in file transmission using physical
media such as memory cards.

Setting up a network game session (Figure 5, middle) A network game can be set up
by putting two devices close to each other. Users can also create connections dynami-
cally during a game session. For example, a user can start a game in a single-user mode
but then share this game with other players on the network.

Transferring information between mobile devices and public wall displays (Fig-
ure 5, right) People working in the same office can share information by uploading
it to a public wall-mounted display. They approach this display and put their mobile
devices close to the dummy point attached to it. Then they can upload digital picture
files onto the public display or get files from the display. Similarly, users making a pre-
sentation can display presentation materials from a mobile device by first approaching
a dummy point placed near the presentation screen. This method can also be used with
digital devices without user interfaces. A file server or a network router, for example,
can be controlled from mobile devices in this way.

5 Related Work

Pick-and-Drop [5] and mediaBlocks [10] are systems using physical manipulation to
support digital data transfer among various devices. While these systems were designed
primarily for "one-shot” data transfer using physical objects, our method supports con-
tinuous wireless network connections between devices. Our method also supports se-
cure communication.

Several other systems use range-limited communication channels, such as those
provided by infrared beaming or used by radio-frequency identification (RFID) tag
reader/writes, for associating wireless devices [9, 7, 8]. Our method uses wireless com-
munication in two ways — one is for normal wireless communication and the other is
for sensing signal strength (i.e., for measuring a range) .



The measuring of signal strength has been used for network security management in
various applications, such as wireless keys for automobiles or login keys for computers.
In these applications, however, only the signal strength of the key is measured. Our
method supports a two-way measuring of signal strength for better security.

Another way to recognize spontaneous device associations is by using synchronic-
ity [3,6, 2]. For example, if two devices were tied together and moved together, the
movements of both devices would be quite similar. Devices with acceleration sensors
would be able to exchange acceleration information to find matching devices [3]. Sim-
ilarly, if a user performs synchronized inputs, such as pressing buttons on two devices,
this information can be used for finding device pairs [6]. These synchronicity ap-
proaches and our proximity-sensing approach are complementary and can be used in
combination. For example, the selection of candidate devices to be associated can first
be based on signal strength, and then an actual pair can be determined by synchronicity.

6 Conclusion

We developed a method for establishing secure wireless connections between mobile
devices by measuring the strength of signals between them. The method supports ad
hoc and infrastructure modes, and the same operations can be performed in both modes.
This method uses normal 802.11 wireless chipsets without additional hardware and is
applicable to a wide range of wireless devices.
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